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Seasons Change As Well 

As Attackers, So Do We 

CHRIS MCDANIEL                               

APRIL  2022 

Summer is almost here; the temperature is heating up 

and so are the attackers. As the season starts to 

change so do the attacker’s methods. Attackers are 

always coming up with new ways to steal our 

information and do as much damage to us as they 

possibly can. So, we have to stay ahead of them so 

they don’t defeat us. The Yadkin County Information 

Technology Department has introduced a new 

Security Awareness Training Platform. We have 

been working hard to come up with ways to better 

protect our employees as well as protecting the 

county. This training platform will provide everyone 

with the knowledge they need to protect their selves 

not only at work but also at home. Each month 

employee’s wil l be introduced to a new security 

topic like Common Threats, Security Awareness 

Essentials, Social Engineering, and so many more. 

Please take time to complete these trainings and 

learn some great new tips and tools that will help you 

everywhere.  

 

Please take time to read over this month’s newsletter 

and also complete your monthly training. Remember 

the attackers are out there constantly looking for new 

ways to steal our information. Let’s not fall prey to 

their tricks and work hard to keep them away. 

Remember to think before you click. Hope Everyone 

has a Great Day and Stays Safe. 

 

 

 

 

Virtual Meeting Platforms and Business 

Email Compromise Scams 

NCDIT                                                           

APRIL  1, 2022 

The FBI Internet Crime Complaint Center has observed 

over the last three years a rise in business email 

compromise scams involving the use of virtual meeting 

platforms, according to a February public service 

announcement. 

Criminals began using them in multiple ways due to the 

rise in remote work because of the COVID-19 

pandemic, which caused more workplaces and 

individuals to conduct routine business virtually. 

In one scenario, the FBI says, a bad actor compromises 

the email of an employer or financial director (such as a 

CEO or CFO) and requests employees participate in a 

virtual meeting platform. The criminal inserts a photo of 

the email sender with no audio, or “deep fake1” audio, 

and claims the video or audio is not properly working. 

The criminal then instructs employees to initiate 

transfers of funds via the chat or in a follow-up email. 

Other techniques bad actors are using, the FBI says, 

include: 

¶ Compromising employee emails to insert 

themselves in workplace meetings via virtual 

meeting platforms to collect information on a 

business’s day-to-day operations. 

¶ Compromising an employer’s email, such as 

the CEO, and sending spoofed emails to 

employees instructing them to initiate transfers 

of funds, as the CEO claims to be occupied in a 

virtual meeting and unable to initiate a transfer 

of funds via their own computer. 

The FBI offers the following recommendations 

to help people avoid falling for these attacks: 

 

¶ Confirm the use of outside virtual 

meeting platforms not normally used 

in your internal office setting. 

¶ Use secondary channels or two-factor 

authentication to verify requests for 

changes in account information. 

¶ Ensure the URL in emails is 

associated with the business/individual 

it claims to be from. 

¶ Be alert to hyperlinks that contain 

misspellings of the actual domain 

name. 

¶ Refrain from supplying login 

credentials or personally identifiable 

information of any sort via email. Be 

aware that many emails requesting 

your personal information might 

appear to be legitimate. 

¶ Verify the email address used to send 

emails, especially when using a 

mobile or handheld device, by 

ensuring the sender’s address appears 

to match who it is coming from. 

¶ Monitor your personal financial 

accounts on a regular basis for 

irregularities, such as missing 

deposits. 

 

 

 

This article provided by the NCDIT may be found via 

the link provided here: NCDIT. 

https://www.ic3.gov/
https://www.ic3.gov/Media/Y2022/PSA220216
https://www.ic3.gov/Media/Y2022/PSA220216
https://it.nc.gov/media/3057/download?attachment
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Business Email Compromise 
FBI , April  2022 

 

What is Business Email Compromise? 
 

Business email compromise (BEC) – also known as email account 

compromise (EAC) is one of the most financially damaging online 

crimes. It exploits the fact that so many of us rely on email to conduct our 

daily business but personally and professionally. 

In a BEC scam, criminals send an email message that appears to come 

from a known source making a legitimate request, like these examples:  

¶ A vendor your company regularly deals with sends over an 

invoice with an updated mailing address. 

¶ A company CEO asks her assistant to purchase dozens of gift 

cards to send out as employee rewards. She asks for the serial 

numbers so she can email them out right away. 

¶ A homebuyer receives a message from his title company with 

instructions on how to wire his down payment.  

Versions of these scenarios happened to real victims. All these messages 

were fake. In each case, thousands – or even hundreds of thousands – of 

dollars were sent to criminals instead. 

How Criminals Carry Out BE C Scams 

A scammer might: 

¶ Spoof an email account or website. Slight variations on 

legitimate addresses (john.kelly@examplecompany.com vs. 

john.kelley@examplecompany.com) fool victims into thinking 

fake accounts are authentic. 

¶ Send spearphishing emails. These messages look like they’re 

from a trusted sender to trick victims into revealing confidential 

information. That information lets criminals access company 

accounts, calendars, and data that gives them the details they need 

to carry out the BEC schemes. 

¶ Use malware. Malicious software can infiltrate company 

networks and gain access to legitimate email threads about billing 

and invoices. That information is used to time requests or send 

messages so accountants or financial officers don’t question 

payment requests. Malware also allows criminals to gain 

undetected access to a victim’s data, including passwords and 

financial account information. 

How to Protect Yourself 

¶ Be careful with what information you share online or on social 

media. By openly sharing things like pet names, schools you 

attended, links to family members, and your birthday, you can 

give a scammer all the information they need to guess your 

password or answer your security questions. 

¶ Don’t click on anything in an unsolicited email or text message 

asking you to update or verify account information. Look up the 

company’s number on your own (don’t use the one a potential 

scammer has provided), and call the company to ask if the 

request is legit. 

¶ Carefully examine the email address, URL, and spelling used in 

any correspondence. Scammers use slight variations to trick 

your eyes and gain your trust. 

¶ Be careful what you download. Never open an email attachment 

from someone you don’t know, and be wary of email 

attachments forwarded to you. 

¶ Set up two-factor (or multi-factor) authentication on any account 

that allows it, and never disable it. 

¶ Verify payment and purchase requests in person if possible or by 

calling the person to make sure it is legitimate. You should 

always verify any change in account number or payment 

procedures with the person making the request. 

¶ Be especially wary if the requestor is pressing you to act 

quickly. 

How to Report 

If you or your company fall victim to a BEC scam, it’s important to act 

quickly: 

¶ Contact your financial institution immediately and request that 

they contact the financial institution where the transfer was sent. 

¶ Next, contact your local FBI field office to report the crime. 

¶ Also file a complaint with the FBI’s Internet Crime Complaint 

Center (IC3). 

 

 

The information for this article was provided by the FBI and may be 

found via the link provided here: FBI Scams and Safety. 

 

 

https://www.fbi.gov/contact-us/field-offices
https://www.ic3.gov/default.aspx
https://www.ic3.gov/default.aspx
https://www.fbi.gov/scams-and-safety/common-scams-and-crimes/business-email-compromise
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